
SS&C|Blue Prism Professional Services: Security Addendum 

This SS&C|Blue Prism Security Addendum (this “Security Addendum”) forms part of your agreement for professional 
services where the Agreement, the Prior Agreement and/or the Amendment as applicable refers to this Security Addendum 
and contains addiEonal terms applicable to such professional services. Capitalized terms used but not defined in this 
Security Addendum have the meanings ascribed to them in the Agreement, the Prior Agreement and/or the Amendment, 
as applicable.  

1. Security Program. We will maintain a comprehensive, commercially reasonable informaEon security program under 
which we document, implement and maintain the physical, administraEve, and technical safeguards reasonably designed 
and implemented to: (i) comply with laws applicable to our business; and (ii) protect against unauthorized access to, or 
disclosure of, Customer Data, such unauthorized access or disclosure is referred to as a “Security Incident”. Such safeguards 
shall be consistent with industry standard security frameworks.  

2. Policies and Procedures. We will maintain wriOen informaEon security management policies and procedures (configured 
in accordance with our security program) reasonably designed and implemented to idenEfy, prevent, detect, contain, and 
correct violaEons of measures taken to protect the security of Customer Data. Such policies and procedures will, at a 
minimum: 

a. assign specific data security responsibiliEes and accountabiliEes to specific individual(s); 

b. describe acceptable use of our assets, including compuEng systems, networks, and messaging; 

c. provide authenEcaEon rules for the format, content and usage of passwords for end users, administrators, and systems; 

d. describe logging and monitoring of producEon environments, including logging and monitoring of physical and logical 
access to networks and systems that process or store Customer Data; 

e. include an incident response process; 

f. enforce commercially reasonable pracEces for user authenEcaEon; 

g. include a formal risk management program which includes periodic risk assessments; and 

h. provide an adequate framework of controls reasonably designed to safeguard Customer Data. 

3. Access control. You are in control of access to Customer Data, and we are only able to access Customer Data if you grant 
us such access. You shall comply with data minimizaEon principles in deciding whether to grant us access to Customer Data 
or to provide Customer Data to us, and except for limited personal data such as contact informaEon to enable us to manage 
your account and to communicate with you, to the fullest extent possible, you shall only provide us with access to technical 
data or data that is anonymized, pseudonymized, or “dummy data”, so it is not feasible for us to reasonably re-idenEfy any 
actual individuals from such data. 

4. IT Change and ConfiguraDon Management. We shall employ our own reasonable processes, for change management, 
code inspecEon, repeatable builds, separaEon of development and producEon environments, and tesEng plans. Code 
inspecEons will include a comprehensive process reasonably designed and implemented to idenEfy vulnerabiliEes and 
malicious code. In addiEon, we will ensure that processes are implemented for purposes of vulnerability management, 
patching, and verificaEon of system security controls prior to their connecEon to producEon networks. 

5. CerDficaDon TesDng. Following your wriOen request, and no more than per calendar year, we will provide you with a 
current copy of any relevant security cerEficaEon(s). 

6. Personnel. All personnel who have access to Customer Data are subject to background checks, confidenEality obligaEons 
and receive security and data privacy awareness training appropriate to their job funcEon in accordance with industry 
standards.  

7. Monitoring and logging. We will gather and analyze informaEon regarding new and exisEng threats and vulnerabiliEes 
(such as mulEple log-in aOempts and log-ins from different locaEons), and the effecEveness of our security controls. We log 
access to systems processing Customer Data. 

8. Security Incidents. We will promptly noEfy you if we confirm any Security Incident within any specific Eme period 
required under laws applicable to us. In the event of a Security Incident, we will cooperate with you to invesEgate such 
Security Incident, as reasonably required, promptly undertake appropriate remediaEon measures (as reasonably 
determined by us in accordance with our policies, procedures and industry standards) with respect to your subscripEon to 



the SubscripEon Services, and we will provide updates to you of such remediaEon efforts. It is your responsibility to 
determine how, whether, when to provide noEce of a Security Incident in accordance with the laws that are applicable to 
you. 

9. EncrypDon. We have a policy that describes our encrypEon standards, method and strength used to protect or enable 
Customer to protect Customer Data (including authenEcaEon credenEals). Customer Data shall be encrypted consistent 
with industry standards at rest and while in transit over any public shared network and non-wired network.  

10. Physical and environmental security. We shall: (i) have measures in place to restrict entry to our offices where 
Customer Data is processed solely to authorized individuals; and (ii) ensure commercially reasonable pracEces are in place 
for infrastructure systems, including fire exEnguishing, cooling and back-up power supply. 

11. Data DestrucDon. We will delete or destroy Customer Data you provide to us in connecEon with the professional 
services in accordance with the Agreement, Prior Agreement and/or Amendment, as applicable. We will inform you if a 
request to delete of Customer Data will impact our ability to deliver the services, and you agree to assume any risk in 
connecEon with the deleEon or destrucEon of Customer Data.  

12. Term. This Security Addendum remains in effect for the Term of the Agreement, Prior Agreement and/or Amendment 
(as applicable) that refers to this Security Addendum and automaEcally terminates thereaXer. Our security policies, 
procedures and program are subject to change at any Eme in our sole discreEon provided that such changes do not 
materially degrade the controls in comparison with those provided by us at the Eme we agreed to this Security Addendum. 
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